
  CLASS SPECIFICATION 

Class Title: Spillman Technology Analyst    Class Code: 6682 
Department: Sheriff’s Office      Grade:  24 
FLSA:  Exempt      Eff. Date: 06/01/2019 
         Revised: 12/08/2021 
          
GENERAL PURPOSE 
 
Under general guidance and direction of the Sheriff or designee, coordinates the implementation, 
design, maintenance, troubleshooting, and training of the Motorola Flex software.   This position will 
support other law enforcement and Fire/EMS agencies County-wide using Motorola Flex software 
requests as they intertwine with Davis County Sheriff’s Office (DCSO). 
 
EXAMPLE OF DUTIES  
 
Performs general hardware and software system administration. Serves as the main point of 
communications between Motorola Flex and Davis County Sheriff’s Office (DCSO). 
 
Develops, implements and maintains Motorola standard operating procedures and policies, understands 
system and software security, quality control and design documentation for DCSO.   
 
Sets up the Motorola tables as well as user groups, user privileges, various database parameters, and 
any other database related requirements; programs and supervises the programming of the systems; 
tests and validates programs. 
 
Understands and incorporates current BCI requirements for data protection and security in order to 
maintain agency compliance; coordinates and/or performs recurring training for end-user agencies; 
maintains the Motorola Flex training database; defines and maintains data entry standards, 
knowledgeable and able to build and maintain Flex Geobase, builds and maintains a detailed system 
administration log to include major changes and events relating to the Davis County Flex System; 
provides ongoing maintenance of existing Crystal Reports as well as the creation of new reports as 
needed; may assist network security teams by administering Firewall, security appliances and examining 
the logs for any abnormal internet activity. 

Operates in Linux and Windows operating systems and assists DCSO with working knowledge of these 
systems.  Incorporates understanding of law enforcement profession including enforcement, 
corrections, and judicial process into operating systems and standard procedures.  Maintains virtual 
system using solid understanding of virtual environments (both physical hardware and virtualization 
software).  

Works with Davis County Information Systems (IS), DCSO and other allied agencies to maintain access 
into the Motorola Flex system from vehicles and/or other offices, while maintaining data security and 
protection from locations.  This may include Virtual Private Network (VPN) or other encrypting software 
between the server and remote locations.   

Works with IS to create and oversee complete backups for Motorola server, including configuration and 
database files.  Recognize and creates a process for system restoration in the event of complete server 
or network failure.    
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Makes recommendations to resolve problems or to increase efficiency and effectiveness of services; 
researches and tests new technologies and makes recommendations for implementation and 
integration of new products; functions at a high level of autonomy with minimal oversight. 
 
Develops, communicates and coordinates plans and strategies to include use and sharing of technical 
resources; provides technical assistance to County departments in meeting their Motorola Flex 
requirements; assists in acquisition and implementation of the Flex program. 
 
Performs other related duties as assigned. 
 
MINIMUM QUALIFICATIONS 
 
1. Education and Experience: 
 

Graduation from an accredited college or university with a Bachelor's Degree in Information 
Technology, Computer Science, Software Engineering, or a closely related field, plus eight (8) 
years of network infrastructure or other closely related experience.  Acceptable combination of 
education and experience may be considered. 
 
Preference for experience in Motorola Flex software Linux OS, and experience working in a law 
enforcement environment.  
 

2. Special Requirements: 
 

Must pass a criminal history background investigation. 
 
Must be able to obtain and maintain BCI access within three (3) months of hire date. 

 
Must possess a valid driver license; new employees with an out-of-state license must obtain a 
valid Utah Driver License within sixty (60) days of hire date (exceptions for military personnel 
and their dependents).   
 
Employees driving a personal vehicle while on County business must maintain the minimum 
vehicle liability insurance as specified in Utah Code. 

 
3. Necessary Knowledge, Skills and Abilities: 
 

Knowledge of:  analog and digital communications systems including voice, data and video; 
Windows server and Linux OS configuration and management; installation and support of native 
and third party server based software; Windows servers in a virtual environment utilizing a 
storage area network; application performance troubleshooting tools and methodologies; 
endpoint security products and deployment; server and storage hardware requirements in a 
virtual environment; network management and monitoring tools; engineering and 
implementation of physical network infrastructure; current technologies and trends in physical 
security including access control and surveillance acquisition and storage; managing a 
‘converged’ network; cloud-based service implementation and management; planning 
methodologies and analysis techniques for developing long-range strategic objectives, short-
range tactical plans and formulating customer requirements; project management tools, 
processes, procedures, and practices; technology trends; capital budgeting and operating 
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budgeting methods for local government, development and implementation of policies and 
procedures related to daily operations and county-wide IT strategies; County Policies and 
Procedures; local government organization and functions; modern management principles and 
practices. 

 
Skill in:   This position may require the driving of a motor vehicle; skill in operating a motor 
vehicle in a safe manner; ability to insure motor vehicle is operating in a safe manner; 
knowledge of Utah motor vehicle rules and regulations. 

 
Ability to: analyze and solve complex problems; exercise sound independent judgment; organize 
and prioritize work based upon concepts and directions from the Sheriff or his designee; work 
independently with minimal supervision; diagnose and solve complex problems; troubleshoot 
and repair connectivity issues; compose formal documents, reports and user manuals; work 
with sensitive material; understanding the operating and administering a local area network; 
adapt to changing software and hardware environments; teach users, with limited knowledge of 
computers; communicate effectively (orally and in writing); follow written and oral instructions; 
establish and maintain effective working relationships with supervisors, other employees, other 
agencies, and the general public. 

 
WORKING CONDITIONS 
 
Maintain concentrated attention to detail for sustained periods of time. Work a flexible schedule that 
may include evenings and weekends; work extended hours as necessary. May be required to be on-call 
or available after hours for problems, troubleshooting or system failures. 
 
 
The above statements are intended to describe the general nature and level of work being performed by persons 
assigned to this job. They are not intended to be an exhaustive list of all duties, responsibilities and skills required 
of personnel so classified. All requirements are subject to possible modification to reasonably accommodate 
individuals with disabilities. 
 
Approval Information  
 
Date:     12/08/2021 
Department Approval:   Susan Poulsen 
HR Generalist Approval:   Nathalia Cornell 
Classification Approval:  Marina Brito 


